CHAPTER 33

Accessing Computers Remotely

One area where Linux particularly excels is in its support for networking, including the
Internet. If you wish to learn about how networks operate on a fundamental level, then
Linux is an ideal choice, because it puts you in direct contact with the technology.

The widespread integration and support for networking extends to several useful system
tools, which let you access Linux across any kind of network, including the Internet. In
fact, it’s even possible to access a Linux machine running on a different continent, just as
if you were sitting in front of it!

This chapter looks at the many ways you can access your Ubuntu computer remotely.
In addition, we look at the ways that you can use Ubuntu to access almost any other
computer, including Windows PCs.

Using Secure Shell

The history of Unix has always featured computers connecting to other computers in
some fashion, whether they were dumb terminals connecting to a mainframe computer,
or Unix machines acting as nodes on the fledgling Internet. Because of this, a wide variety
of techniques and protocols were invented to allow computers to communicate and log
in to each other across networks. However, while these still work fine over the modern
Internet, we're now faced with threats to the privacy of data. In theory, any data transmitted
across the Internet can be picked up by individuals at certain key stages along the route.
If the data isn’t protected in any way, it can be easily intercepted and read.

To counter such an occurrence, the ssh suite of programs was created. Although these
programs started as open source, they gradually became proprietary. Therefore, several
newer open-source versions were created, including the one used on the majority of
Linux distributions (including Ubuntu): OpenSSH.

The goal of ssh is to create a secure connection between two computers. You can then
dojust about any task, including initiating a shell session so you can use the remote computer
as if you were sitting in front of it, or copying files to and from the remote machine. ssh
uses various techniques at both ends of the connection to encrypt not only the data
passing between the two machines, but also the username and password.
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Note This chapter refers to remote and local machines. The remote machine is the computer you're
connecting to across the network or Internet. The Jocal machine is the one you’re actually sitting in front of.
These two terms are widely used within documentation describing networking.

Logging In to a Remote Computer

The most basic type of ssh connection is a remote login. This will give you a command
prompt on the remote computer, as if you had just sat down in front of it and logged in to
a text console.

But before you can log in to any machine via ssh, you'll need to be sure the remote
computer is able to accept ssh connections. This means that it needs to be running the ssh
server program (referred to as a service or daemon), and also that its firewall has an open
port for incoming connections.

The two major components of OpenSSH are the client and server. Some distributions
install both packages and run the server component all the time. However, only the client
component of SSH is installed under Ubuntu by default. To install the server component,
and therefore access your Ubuntu system remotely, you'll need to open the Synaptic
Package Manager (System » Administration » Synaptic Package Manager) and search
for openssh-server. Click to install it. Configuration will be automatic, although if you're
using the Ubuntu firewall (see Chapter 9), you will need to configure an incoming rule to
open port 22, the standard port for SSH connections.

Tip If you use Firestarter, as described in Chapter 9, you can simply select the default incoming SSH rule.
There’s no need to manually specify a port number.

Initiating an ssh session with a remote machine is usually achieved by typing some-
thing similar to the following at a command prompt on the local machine:

ssh <username>@<IP address>

In other words, you specify the username you want to log in as, as well as the IP address
of the remote machine. If there’s a fully qualified domain name (FQDN) for the system
you want to access, you could specify that instead of the IP address.
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Note AnFQDN is the hostname of a system plus its Internet address, such as mycomputer . example. com.
Unless you have had this function specifically set up for you by a system administrator, you’ll probably have
to connect via its IP address. However, if you rent a web server, you might be able to ssh into it using the
domain name of the server.

You'll be prompted for your password which, obviously, is the password for the account
you're trying to log in to on the remote computer.
When you log in for the first time, you'll see the following message:

The authenticity of the host <host IP address> can't be established

Figure 33-1 shows an example. This means that the remote computer’s encryption key
hasn’t yet been added to your PC’s store file. However, once you agree to the initial login,
the encryption key will be added, and it will be used in the future to confirm that the
remote computer you're connecting to is authentic.

Keir@keir-desktop: =

File Edit Wiew Terminal Tabs Help

To run a command as administrator (user "root"), use "sudo <command=".
See "man sudo_root" for details.

keir@keir-desktop:~% ssh 192.168.1.183

The authenticity of host '192.168.1.183 (192.168.1.183)' can't be established.
RSA key fingerprint is la:Pe:le:79:a2:ab:28:b6:5f:82:6d:a7:55:23:8b:29.

Are you sure you want to continue connecting (yes/no)?

Figure 33-1. When logging in via ssh for the first time, you'll need to confirm acceptance of the
encryption key.
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Note There’s a fine line between security concern and paranoia. Connecting to a remote machine for the
first time and accepting its ssh key is considered insecure by some people, because you cannot be 100%
sure that the remote machine is the one you want to connect to. It might have been swapped for a different
machine by crackers. In addition, the key might be intercepted on its journey to you. Because of this, those
who are highly security conscious can use the ssh-keygen program or Seahorse (see Chapter 9) to create a
key on the remote machine first, and then import it to the local machine before logging in. See the ssh-keygen
man page for more details.

After confirming that you want to make the connection, you'll be invited to enter the
password for the user account under which you initiated the ssh connection. Once this is
done, you should find yourself with a shell login on the remote computer. You can run the
same commands as usual and perform identical tasks.

The machine you’re logged in to will show no symptoms of being used remotely. This
isn’t like the movies, where what you type on your local machine is somehow mirrored on
the remote machine for all to see. However, obviously, if a user of the remote machine
were to view her network connections using something similar to the netstat command,
then she would see another computer attached via ssh.

To end an ssh session, simply type exit. This will return you to the command prompt
on your own machine.

Tip There’s a version of the ssh client that runs on a variety of non-Linux operating systems, making it
possible to log in to your Ubuntu machine from a Windows computer. The program is called PuTTY and can
be downloaded from www. chiark.greenend.org.uk/~sgtatham/putty/ and many mirrors of this site
around the world.

MANAGING REMOTE SESSIONS

Whenever you open any kind of shell to enter commands and run programs, you might have noticed that
any commands you start running last only as long as the shell window is open. When the shell window
is closed, any task running within it ends, too. This is because the shell is seen as the “owner” of the
process, and when the owner dies, any processes it started also dies.

When using ssh to start a remote shell session, this also applies. Whenever you log out, any tasks
you were running are ended. This can be annoying if, for example, you’ve started a lengthy download on
the remote machine. Effectively, you must remain logged in via ssh until the download has finished.

To get around this, you can use the handy screen program. This isn’t specifically designed to be
an aid to remote logins, but there’s no reason why it cannot be used in such a situation.
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The screen program effectively starts shell sessions that stick around, even if the shell window is
closed or the ssh connection is ended or lost. After logging in to the remote computer via ssh, you can
start a screen session by simply typing the program name at the prompt: screen. After pressing the
spacebar as prompted to start the program, there won't be any indication that you’re running a screen
session. There’s no taskbar at the bottom of the terminal window, for example. screen works
completely in the background.

Let’s consider what happens when you detach and then reattach to a screen session. To detach
from the screen session, press Ctrl+A and then Ctrl+D. You’ll then be returned to the standard shell
and, in fact, you could now disconnect from your ssh session as usual. However, the screen session
will still be running in the background on the remote computer. To prove this, you could log back in, and
then type this: screen -r. This will resume your screen session, and you should be able to pick up
quite literally where you left off; any output from previous commands will be displayed.

To quit a screen session, you can either type exit from within it or press Ctrl+A and then Cirl+\
(backslash).

The screen program is very powerful. To learn more about it, read its man page. To see a list of
its keyboard commands, press Ctrl+A, and then type a question mark (?) while screen is running.

Transferring Files Between Remote Computers

The ssh utility brings with it two basic ways of transferring files between machines: scp
and sftp. scp is fine for smaller file transfers, but if you want to copy a lot of files, sftp is
probably a better choice.

Using scp

Strictly speaking, scp is merely a program that copies files from one computer to another
in a secure fashion using the underlying ssh protocol. You don’t have to be logged in to
another computer via ssh to use it. For example, if you were merely browsing your own
computer and wanted to transfer a file to a remote computer, you could type the scp
command in the following form:

scp myfile <username>@<IP address>:/home/username/

The IP address is the IP address of the computer to which you want to send the file. In
other words, you must first specify the local file you want to copy across, and then provide
the login details for the remote computer in the same format as with an ssh login. Then,
after a colon, you specify the path on the remote computer where you would like the file to
be copied.

Note Ifit helps, consider the latter part of the scp command after the filename as one large address: first
you provide your username, then the computer address, and then the path.
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Using the command when you arelogged in to another computer via ssh works in
exactly the same way. Let’s consider an example.

Assume there are two computers: A and B. You have a user account on each one. So
sitting at the keyboard of A, you establish an ssh connection with B by typing the following:

ssh <username>@computer B

This lets you log in to B as if you were sitting in front of it. You spot a file called
spreadsheet.x1s that you want to copy to your local machine (A). You therefore issue
the following command:

scp spreadsheet.xls <username>@computer A:/home/username/

This will copy the file from computer B to computer A and place it in the /home/
username/ directory.

Tip With scp, you can copy entire directories, too. Simply add the -r command option, like so:
scp -1 mydirectory <username>@<IP address>:/path/.

Using sftp
To copy a lot of files to or from a remote computer, the sftp program is the best solution.
If you've ever used a shell-based FTP program, you'll feel right at home, because sttpisn’t
very different.

You can initiate a sftp session by using this command format:

sttp <username>@<IP address>

The same rules as when you're logging in with ssh apply, both in terms of formatting
the login command and also confirming the encryption key if this is the first time you've
logged in.

The sftp commands are fairly basic. For example, to copy a file from the remote
machine, simply type this:

get <filename>

This will copy the file into the directory you were in on the local machine before you
started the sftp session.

By specifying a path after the filename, the file will be copied to the specified local
directory, as in this example:

get spreadsheet.xls /home/keir/downloaded files/



CHAPTER 33 ACCESSING COMPUTERS REMOTELY

Sending files from the local machine to the remote machine is just as easy:
put <filename>

By specifying a path after the filename, you can ensure the file is saved to a particular
remote path.

One useful thing to remember is that any command preceded by an exclamation point
(!, called a bang in Linux-speak) is executed on the local machine as a shell command. So,
if you wanted to remove a file on the local machine, you could type this:

Itm -xf <filename>

Simply typing a bang symbol on its own starts a shell session on the local machine, so
you can perform even more tasks. When you're finished, type exit to return to the sftp
program.

For a list of popular sftp commands, see Table 33-1.

Table 33-1. Common sftp Commands

Command Function

cd Change the remote directory

lcd Change the local directory

get Download the specified file

1s List the remote directory

11s List the local directory

mkdir Create a directory on the remote machine
Imkdir Create a directory on the local machine

put Upload the specified file to the remote machine
pwd Print the current remote directory

mdir Delete the remote directory

m Delete the remote file

exit Quit sftp

I command Execute the specified command on the local machine

! Start a temporary local shell session (type exit to return to sftp)

help Show a list of commands
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Accessing GUI Applications Remotely

So far, we've looked at connecting to a remote machine using command-line tools. But
Ubuntu is based around the graphical desktop, so is there any way of running, say, a
Nautilus file browser window so you can manipulate files on the remote machine? Yes!

The graphical subsystem of Linux, X, is designed to work across a network. In fact, if
you run Linux on your desktop PC, X still works via a loopback network within your machine
(meaning that network commands are sent out but addressed to the very same machine
on which they originated). Because of this, it’s possible to make programs on a remote
machine run on a local machine’s X server. The actual work of running the application is
handled by the remote machine, but the work of displaying the graphics is handled by the
local machine.

Caution X connections across a network can be a little slow and certainly not as snappy as running the
same application on the local machine. This lag can become irritating after a while.

Running X Applications on a Remote Computer

Unfortunately, X server communications aren’t normally encrypted, so if one machine
were to simply connect to an X server over a network (or even the Internet), the data
transfer would be unencrypted and open to eavesdroppers.

But ssh once again comes to the rescue. You can configure ssh so that X applications on
the remote computer can be run on the local machine, with the data sent through the ssh
connection. Log in to the remote machine using ssh, but also specify the -X flag:

ssh -X <username>@<IP address>

When you're logged in, you can simply start any application by typing its name as usual.
The only difference is that the program will appear on the screen of the local machine,
rather than on the remote machine, as shown in Figure 33-2.

Using X across the Internet or even a local network isn’t very fast, and you can expect
delays when you open menus or if the screen must frequently redraw. However, it can
prove very useful.
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keir@john-desktop: ~

Ble Edit View Terminal Tabs Help

keir@keir-desktop:~$ ssh -X keir@192.168.1.183

The authenticity of host '192.168.1.183 (192.168.1.183)' can't be established.
RSA key fingerprint is la:@e:1e:79:a2:ab:28:b6:57:82:6d:a7:55:e3:8b:29.

Are you sure you want to continue connecting (yes/no)? yes

warning: Permanently added '192.168.1.183' (RSA) to the list of known hosts.
keir@192.168.1.1683's password:

Linux john-desktop 2.6.24-12-generic #1 SMP Wed Mar 12 23:81:54 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by LA G E i)

applicable law.
Jusr/bin/X11/xauth: creating new authority file /home/keir/.Xauthority | Calculater Edit Wiew Help
To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

keir@john-desktop:~% gcalctool

e

Activated expression mode with operato...

Figure 33-2. Although the Calculator application appears on the local computer’s display, it's
actually running on the remote machine.

Accessing Ubuntu via Remote Desktop

A less secure but more convenient way to access your Ubuntu PC’s desktop applications
across a network is to use Ubuntu’s Remote Desktop feature. The advantage of this method is
that the entire desktop of the remote computer appears in a window on the local computer’s
desktop.

Remote Desktop uses the Virtual Network Computing (VNC) software to share the
desktop. Sharingis the key word because, effectively, anyone who connects will take
control of the main desktop. They will control the mouse and keyboard input.

However, there are a couple of important differences compared to accessing X across
an ssh connection:

¢ Although the password is sent encrypted, the rest of the VNC data transfers aren’t.
Complete encryption is possible using special versions of VNC, or via an OpenSSH
tunnel, but this can be difficult to set up on the Windows end of the connection.

¢ The remote desktop isn’t blanked, so anyone standing in front of the computer will
be able to see what you're doing. This could present a security/privacy risk.
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If you're prepared to put up with these caveats, then allowing Remote Desktop access
on a computer is easy. Here’s the procedure:

1. Click System » Preferences and then click Remote Desktop. In the Sharing section of
the dialog box, put a check alongside Allow Other Users to View Your Desktop and
ensure there’s a check in the box alongside Allow Other Users to Control Your Desktop,
as shown in Figure 33-3. In the Security section, you can choose whether the user can
confirm each connection and whether you want to set a password. Both options add to
the security of your system, although the confirmation option will mean that someone
will have to be at the computer to authorize an incoming connection.

General | Advanced |

Sharing
¥ ‘Allow other users to view your desktop:

[ Allow other users to control your desktop

Users can view your desktop using this command:

vneviewer keir-desktop:0

Security
|: i When a user tries to view or control your desktop:

iz bl

=] [ Ask you for confirmation

[] Require the user to enter this password:

0w ]

|

Figure 33-3. Ubuntu’s Remote Desktop feature lets you share your desktop but isn’t as
secure as making an X server connection across SSH.

Note Ignore the information in the dialog box about how users can view your desktop. Instead, you should
find out your computer’s IP address and use that.

2. On the computer from which you want to connect to the remote desktop, click
Applications » Internet » Remote Desktop Viewer. Click the Connect button. In
the Host field, enter the IP address of the computer you wish to connect to. Then
click Connect.

3. You'll be prompted to enter the password, if one is applicable, and you should then
see the remote computer’s desktop in a window.
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After you've finished with the Remote Desktop session, press Ctrl+Alt to release the
cursor and simply close the window’s tab, or click the Close button to terminate the
connection.

Connecting to Remote Windows Computers

The Terminal Server Client program (Applications » Internet » Terminal Server Client)
allows you to connect to a variety of remote desktop server programs and, in particular,
Windows Vista, XP, or 2000 computers via the Remote Desktop Protocol (RDP). Unfortu-
nately, Windows XP Home and earlier versions of Windows don’t support RDP connections,
which means that they aren’t able to run an RDP server and allow other computers to
access their desktops. However, there is a way to access the desktop of these computers
remotely using some add-in software.

Connecting to Windows Vista

Before initiating the connection, you should ensure the Windows Vista computer is set for
incoming remote connections, if you haven’t already. First, make sure that your Vista
account has a password—Terminal Server Client won't be able to connect otherwise.
Next, ensure that Vista’s remote desktop feature is activated. Click the Start button, right-
click Computer, and click Properties. In the window that appears, click the Remote
Settings link on the left side. In the dialog box that appears, click Allow Connections from
Computers Running Any Version of Remote Desktop (Less Secure), and then click Apply.

Note These instructions assume that you intend to connect using a Windows Vista administrator user-
name and password. If not, you'll need to click the Select Users button and add the user accounts you wish
to use.

Back on the Ubuntu computer, click Applications » Internet » Terminal Server Client.
Once the program is running, in the Computer field, type either the IP address of the
machine or its fully qualified domain name (FQDN). You don’t need to type the user-
name, password, or any other details. Click Connect, and a new window should appear,
in which you should see a login prompt. You should then log in to Windows using your
username and password.
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Connecting to Windows XP Professional, 2000, and NT

Here, we use an XP Professional machine as an example, but the instructions are also
valid for Windows 2000 and NT.

First, make sure the Windows XP computer is configured to allow incoming RDP
connections. To configure it, right-click My Computer and select Properties. In the System
Properties dialog box, click the Remote tab, and make sure Allow Users to Connect Remotely
to This Computer is checked, as shown in Figure 33-4. The Windows computer to which
you want to connect may also need to be updated with the latest service packs, particu-
larly in the case of a Windows 2000 computer.

System Properties

| General || Computer Mame || Hardware | Advanced |
| System Restore || Automatic Updates | Remate

Select the ways that this computer can be uzed from another
location.

Remate Assistance

Allow Remote Azsistance invitations to be zent from this computer

what iz Remate Assistance?

Fiemote Desklop

Allow uzers to connect remately to this computer
Full computer name:
optimus

what iz Bemate Desktop?

Select Remate Users...

For users to connect remotely to thiz computer, the user account must
have a password,

Wwindows Firewall will be configured to allow Remote Desktop
connections to this computer,

ak. ][ Cancel ][ Apply ]

Figure 33-4. You need to enable the option under Remote Desktop to access Windows XP
Professional machines using RDP and the Terminal Server Client program.

To connect, use the Terminal Server Client program, which is on the Applications »
Internet menu. Once it’s running, in the Computer field, type either the IP address of the
machine or its FQDN (if applicable). You don’t need to type the username, password, or
any other details. Click Connect, and a new window should appear, in which you should
see an XP login prompt. You should then log in to Windows using your username and
password.
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Caution If you haven't set a password for your user account on the Windows machine, you won’t be able
to log in. This is a quirk of the Windows XP RDP system. The solution is simple: use the User Accounts applet
within the Windows Control Panel to assign yourself a password.

Connecting to Other Computers

You can download a VNC server for just about any operating system. Windows and Linux
are supported, as is Mac OS X. In fact, a VNC server will run on any Windows computer,
from 95 upward. Once it’s installed, you can then use the Terminal Server Client program
within Ubuntu to connect to that computer’s remote desktop.

Note Any computer that’s running the VNC Viewer program can access a computer running a VNC server
(including the one set up by Ubuntu’s Remote Desktop feature). Various VNC Viewer programs are available
for Linux, Windows, Mac 0S X, and other operating systems, including the likes of PocketPC. Just search the
Web using “VNC Viewer” as a search string to find viewer programs.

Of course, you'll have the same insecurities and lack of desktop blanking that plague
VNC connections to a Ubuntu desktop, as described previously. But if you're prepared
to accept this, you'll be pleased to hear that setting up the VNC server on the Windows
machine is easy. TightVNC, available from www. tightvnc.com, is one of the best variations
of VNC around. You should download the self-installing package for Windows. During
installation, you’ll be asked if you want to register TightVNC as a system service. Click the
check box alongside this option. This will activate the VNC server every time the computer
starts.

Once the program is installed, the server configuration program will appear. You
should change the password by overtyping the default in the Password field.

Connecting to the remote Windows machine is also a piece of cake. On the Ubuntu
system, open Remote Desktop Viewer (Applications » Internet » Remote Desktop
Viewer) and click the Connect button. Type the remote computer’s IP address into the
Host field, and then click Connect. There’s no need to fill in any of the other details. You’ll
be prompted for the remote computer’s VNC server password and, once you enter this,
the remote desktop will appear in a window. Figure 33-5 shows an example of connecting
to a Windows 98 computer.
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keir = Hemote Deskiop Viewer

= =

Fullscreen Take screenshat

Bookmarks 8 | keir @

FrriEEE E35% 1129PM

Prass Ctrl+Alt to release the cursor

Figure 33-5. By installing a VNC server, you can connect to just about any remote operating
system, including Windows 98 (as here).

Summary

In this chapter, we looked at how you can access your Ubuntu computer remotely across
the Internet. We examined how you can access the computer as if you were sitting in front
ofit, using the ssh program. This allows you to start a command-line prompt and even run
GUI programs from the remote computer.

In addition, we discussed how the screen program can be used to keep sessions alive
across various logins, and how you can transfer files using the sftp and scp programs.
Then we looked at how to use the Remote Desktop Viewer and Terminal Server Client
tools to access the desktop of remote Windows computers.



